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Lecture 17:
Form

al M
odeling M

ethods
Form

al M
odeling Techniques

D
efinition of FM

W
hy use FM

?

Program
 Specification vs. Requirem

ents M
odeling

Exam
ple Form

al M
ethods:

RSM
L

SCR

RM
L

Telos

A
lbert II

Tips on form
al m

odeling
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W
hat are Form

al M
ethods?

Broad View (Leveson)
application of discrete m

athem
atics to software engineering

involves m
odeling and analysis

with an underlying m
athem

atically-precise notation

N
arrow View (W

ing)
U
se of a form

al language
a set of strings over som

e well-defined alphabet, with rules for distinguishing which
strings belong to the language

Form
al reasoning about form

ulae in the language
E.g. form

al proofs: use axiom
s and proof rules to dem

onstrate that som
e form

ula is
in the language

For requirem
ents m

odeling…
A
 notation is form

al if:
…it com

es with a form
al set of rules which define its syntax and sem

antics.
…the rules can be used to analyse expressions to determ

ine if they are syntactically
well-form

ed or to prove properties about them
.
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Form
al M

ethods in Software Engineering

W
hy form

alize?
Rem

oves am
biguity and im

proves precision
To verify that the requirem

ents have been
m
et

To reason about the requirem
ents/designs

Properties can be checked autom
atically

Test for consistency, explore
consequences, etc.

To anim
ate/execute specifications

H
elps with visualization and validation

…because we have to form
alize eventually

anyway
N
eed to bridge from

 the inform
al world

to a form
al m

achine dom
ain

W
hy form

alize?
Rem

oves am
biguity and im

proves precision
To verify that the requirem

ents have been
m
et

To reason about the requirem
ents/designs

Properties can be checked autom
atically

Test for consistency, explore
consequences, etc.

To anim
ate/execute specifications

H
elps with visualization and validation

…because we have to form
alize eventually

anyway
N
eed to bridge from

 the inform
al world

to a form
al m

achine dom
ain

W
hy people don’t form

alize!
Form

al M
ethods tend to be lower level

than other techniques
They include too m

uch detail
Form

al M
ethods concentrate on consistent,

correct m
odels

…m
ost of the tim

e your m
odels are

inconsistent, incorrect, incom
plete…

People get confused about which tools are
appropriate:
specification of program

 behaviour vs.
m
odeling of requirem

ents
form

al m
ethods advocates get too

attached to one tool!
Form

al m
ethods require m

ore effort
...and the payoff is deferred

W
hy people don’t form

alize!
Form

al M
ethods tend to be lower level

than other techniques
They include too m

uch detail
Form

al M
ethods concentrate on consistent,

correct m
odels

…m
ost of the tim

e your m
odels are

inconsistent, incorrect, incom
plete…

People get confused about which tools are
appropriate:
specification of program

 behaviour vs.
m
odeling of requirem

ents
form

al m
ethods advocates get too

attached to one tool!
Form

al m
ethods require m

ore effort
...and the payoff is deferred

W
hat to form

alize?
m
odels of requirem

ents knowledge (so we can reason about them
)

specifications of requirem
ents (so we can docum

ent them
 precisely)

Specifications of program
 design (so we can verify correctness)
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Varieties of formal analysis
Consistency analysis and typechecking

“Is the form
al m

odel well-form
ed?”

A
ssum

es “well-form
edness” of the m

odel corresponds to som
ething

useful…

Validation:
A
nim

ate the m
odel on sm

all exam
ples

Form
al challenges:
“if the m

odel is correct then the following property should hold...”
‘what if’ questions:

reasoning about the consequences of particular requirem
ents;

reasoning about the effect of possible changes

Predicting behavior
State exploration (E.g. through m

odel checking)
Checking application properties:

“will the system
 ever do the following...”

Verifying design refinem
ent

“does the design m
eet the requirem

ents?”
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Three traditions …
Form

al Specification Languages
Grew out of work on program

 verification
Spawned m

any general purpose specification languages
Good for specifying the behaviour of program

 units
Key technologies: Type checking, Theorem

 proving

Reactive System
 M

odelling
Form

alizes dynam
ic m

odels of system
 behaviour

Good for reactive system
s (e.g. real-tim

e,
em

bedded control system
s)

can reason about safety, liveness, perform
ance(?)

Key technologies: Consistency checking, M
odel checking

Form
al Conceptual M

odelling
For capturing real-world knowledge in RE
Focuses on m

odelling dom
ain entities, activities,

agents, assertions, goals,…
use first order predicate logic as the underlying form

alism
Key technologies: inference engines, default reasoning,

KBS-shells

A
pplicable to Requirem

ents
ÿ

Capture key requirem
ents

concepts
Exam

ples: Reqts A
pprentice,

RM
L, Telos, A

lbert II, …

A
pplicable to Requirem
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ÿ
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ÿ
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specifically for RE
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ÿ
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ÿ
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A
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ÿ
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(1) Form
al Specification Languages

Three basic flavours:
O
perational - specification is executable abstraction of the im

plem
entation

good for rapid prototyping
e.g., Lisp, Prolog, Sm

alltalk

State-based - views a program
 as a (large) data structures whose state can

be altered by procedure calls…
… using pre/post-conditions to specify the effect of procedures
e.g., VD

M
, Z

A
lgebraic - views a program

 as a set of abstract data structures with a set
of operations…

… operations are defined declaratively by giving a set of axiom
s

e.g., Larch, CLEA
R, O

BJ

D
eveloped for specifying program

s
Program

s are form
al, m

an-m
ade objects

… and can be m
odeled precisely in term

s of input-output behaviour

These languages are N
O
T appropriate for requirem

ents m
odeling

requirem
ents specification ≠ program

 specification
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(2) Reactive System
 M

odelling
M

odeling how a system
 should behave

General approach:
M

odel the environm
ent as a state m

achine
M

odel the system
 as a state m

achine
M

odel safety, liveness properties of the m
achine as tem

poral logic assertions
Check whether the properties hold of the system

 interacting with its environm
ent

Exam
ples:

Statecharts
H
arel’s notation for m

odeling large system
s

A
dds parallelism

, decom
position and conditional transitions to STD

s

RSM
LH
eim

dahl & Leveson’s Requirem
ents State M

achine Language
A
dds tabular specification of com

plex conditions to Statecharts

A
7e approach

M
ajor project led by Parnas to form

alize A
7e aircraft requirem

ents spec
U
ses tables to specify transition relations & outputs

SCR
H
eitm

eyer et. al. “Software Cost Reduction”
Extends the A

7e approach to include dictionaries & support tables
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(3) Form
al Conceptual M

odelling
General approach

m
odel the world beyond software functions

build m
odels of hum

ans’ knowledge/beliefs about the world
draws on techniques from

 A
I and Knowledge Representation

m
ake use of abstraction & refinem

ent as structuring prim
itives

Exam
ples:

RM
L - Requirem

ents M
odeling Language

D
eveloped by Greenspan & M

ylopoulos in m
id-1980s

First m
ajor attem

pt to use knowledge representation techniques in RE
O
bject oriented language, with classes for activities, entities and assertions

U
ses First O

rder Predicate Language as an underlying reasoning engine

TelosExtends RM
L by creating a fully extensible ontology

m
eta-level classes define the ontology (the basic set is built in)

A
lbert II

developed by D
ubois & du Bois in the m

id-1990s
M

odels a set of interacting agents that perform
 actions that change their state

uses an object-oriented real-tim
e tem

poral logic for reasoning
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M
onitored

variables

System

Input
data
item

s

O
utput
data
item

s

Controlled
variables

Exam
ple: SCR
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Event Tables

Condition Tables

Tables:
also:

A
ssertions,

Scenarios,
...

Four Variable M
odel:

SCR Specification

Input
devices

O
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devices
software

Environ-
m

ent
Environ-

m
ent
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SCR basics
M

odes and M
ode classes

A
 m

ode class is a finite state m
achine, with states called system

 m
odes

Transitions in each m
ode class are triggered by events

Com
plex system

s are described using a num
ber of m

ode classes operating in
parallel

System
 State

A
 (system

) state is defined as:
the system

 is in exactly one m
ode from

 each m
ode class…

…and each variable has a unique value

Events
A
n event occurs when any system

 entity changes value
A
n input event occurs when an input variable changes value

Single input assum
ption - only one input event can occur at once

N
otation: @

T(c) m
eans “c changed from

 false to true”

A
 conditioned event is an event with a predicate

@
T(c) W

H
EN

 d m
eans: “c becam

e true when c was false and d was true”

Source: A
dapted from

 H
eitm

eyer et. al. 1996.
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M
ode Class Tables

D
efine the set of m

odes (states) that the software can be in.
A
 com

plex system
 will have m

any different m
odes classes

Each m
ode class has a m

ode table showing the conditions that cause transitions
between m

odes

A
 m

ode table defines a partial function from
 m

odes and events to m
odes

Event Tables
A
n event table defines how a term

 or controlled variable changes in
response to input events

D
efines a partial function from

 m
odes and events to variable values

Condition Tables
A
 condition table defines the value of a term

 or controlled variable under
every possible condition

D
efines a total function from

 m
odes and conditions to variable values

SCR Tables
Source: A

dapted from
 H

eitm
eyer et. al. 1996.
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Exam
ple: Tem

p Control System
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M
ode transition table:

Source: A
dapted from

 H
eitm

eyer et. al. 1996.
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Failure m
odes
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@
T 
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C
Failure

 
H
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@

F 
t 
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- 

N
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A
C

Failure
 

t 
- 

- 
@

F 
t 

N
oFailure 

  

M
o

d
e tran

sitio
n

 tab
le:

E
ven

t tab
le:

Source: A
dapted from

 H
eitm

eyer et. al. 1996.
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U
sing Form

al M
ethods

Selective use of Form
al M

ethods
A
m
ount of form

ality can vary
N
eed not build com

plete form
al m

odels
A
pply to the m

ost critical pieces
A
pply where existing analysis techniques are weak

N
eed not form

ally analyze every system
 property

E.g. check safety properties only

N
eed not apply FM

 in every phase of developm
ent

E.g. use for m
odeling requirem

ents, but don’t form
alize the system

 design

Can choose what level of abstraction (am
ount of detail) to m

odel

Lightweight Form
al M

ethods
H
ave becom

e popular as a m
eans of getting the technology transferred

Two approaches
Lightweight use of FM

s - selectively apply FM
s for partial m

odeling
Lightweight FM

s - new m
ethods that allow unevaluated predicates
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