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Lecture 8:  Testing

Verification and Validation
testing vs. static analysis

Testing - how to partition the space
black box testing

white box testing

System
 level tests

integration testing

other system
 tests

A
utom

ated testing
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Verification and Validation
Validation

does the software do what was wanted?
“A

re we building the right system
?”

T
his is difficult to determ

ine and involves subjective judgem
ents

Verification
does the software m

eet its specification?
“A

re we building the system
 right?”

T
his can be objective if the specifications are sufficiently precise

Three approaches to verification

Everything m
ust be verified

…including the verification process itself

experim
ent with

the program
(testing)

experim
ent with

the program
(testing)

reason about
the program

(form
al verification)

reason about
the program

(form
al verification)

inspect the
program
(reviews)

inspect the
program
(reviews)
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Goals of
T
esting

Goal: show a program
 m

eets its specification
But: testing can never be com

plete for non-trivial program
s

W
hat is a successful test?
O
ne in which no errors were found?

O
ne in which one or m

ore errors were found?

Testing should be:
repeatable

if you find an error, you’ll want to repeat the test to show others
if you correct an error, you’ll want to repeat the test to check you did fix it

system
atic

random
 testing is not enough

select test sets that cover the range of behaviors of the program
select test sets that are representative of real uses

docum
ented

keep track of what tests were perform
ed, and what the results were

Source: A
dapted from

van V
liet, 2000, Section 13.1
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Random
 testing isn’t enough

Structurally…

Test strategy: pick random
values for x and y and test
‘equals’ on them

But:...we m
ight never test the

first branch of the ‘if’
statem

ent

boolean equal (int x, y) {
/* effects: returns true if
x=y, false otherwise

*/if (x == y)
return(TRUE)

else
return(FALSE)

} boolean equal (int x, y) {
/* effects: returns true if
x=y, false otherwise

*/if (x == y)
return(TRUE)

else
return(FALSE)

}

int maximum (list a)
/* requires: a is a list of
integers
effects: 

returns the maximum
element in the list

*/

int maximum (list a)
/* requires: a is a list of
integers
effects: 

returns the maximum
element in the list

*/ Functionally…

Try these test cases:

W
hy is this not enough?

Source: A
dapted from

 H
orton, 1999
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Partitioning
System

atic testing depends on partitioning
partition the set of possible behaviours of the system
choose representative sam

ples from
 each partition

m
ake sure we covered all partitions

H
ow do you identify suitable partitions?

That’s what testing is all about!!!
M

ethods: black box, white box, ...

Source: A
dapted from

 H
orton, 1999
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Black Box Testing
Generate test cases from

 the specification only
(i.e.don’t look at the code)

A
dvantages:

avoids m
aking the sam

e assum
ptions as the program

m
er

test data is independent of the im
plem

entation
results can be interpreted without knowing im

plem
entation details

Three suggestions for selecting test cases:
Paths through the spec

e.g. choose test cases that cover each part of the ‘requires’, ‘m
odifies’ and

‘effects’ clauses

Boundary conditions
choose test cases that are at or close to boundaries for ranges of inputs
test for aliasing errors (e.g. two param

eters referring to the sam
e object)

O
ff-nom

inal cases
choose test cases that try out every type of invalid input (the program

 should
degrade gracefully, without loss of data)
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Exam
ple

paths through the spec:
“x ≥ 0” m

eans “x>0 or x=0”, so test both “paths”
it is not always possible to choose tests to cover the effects clause…

can’t choose test cases for “x-epsilon=y
2” or “y

2=x+epsilon”
if the algorithm

 always generates positive errors, can’t even generate y
2 < x

boundary conditions:
A
s “x ≥ 0” choose:

1, 0, -1 as values for x
A
s “0.00001 < epsilon < 0.001” choose:

0.000011, 0.00001, 0.0000099, 0.0011, 0.001, 0.00099, as values for epsilon
very large & very sm

all values for x

off-nom
inal cases:

negative values for x and epsilon
values for epsilon > 0.001, values for epsilon < 0.00001

real 
sqrt (real x, epsilon) {

/* requires: x 
≥ 0 and (0.00001 < epsilon < 0.001)

   effects: returns y such that x-epsilon 
£ y

2 
£ x+epsilon

*/

real 
sqrt (real x, epsilon) {

/* requires: x 
≥ 0 and (0.00001 < epsilon < 0.001)

   effects: returns y such that x-epsilon 
£ y

2 
£ x+epsilon

*/

Source: A
dapted from

 Liskov &
 G

uttag, 2000, pp224-5
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The classic
exam

ple
Consider the following program

:
Source: A

dapted from
 B

lum
, 1992, pp405-406

char * triangle (unsigned x, y, z) {
/* effects: If x, y and z are the lengths of the sides of a
triangle, this function returns one of three strings,
“scalene

”, “isosceles” or 
“equilateral” for the given

three inputs.
*/

char * triangle (unsigned x, y, z) {
/* effects: If x, y and z are the lengths of the sides of a
triangle, this function returns one of three strings,
“scalene

”, “isosceles” or 
“equilateral” for the given

three inputs.
*/

H
ow m

any test cases are enough?
expected cases (one for each type of triangle): (3,4,5), (4,4,5), (5,5,5)
boundary cases (only just not a triangle): (1,2,3)
off-nom

inal cases (not valid triangle): (4,5,100)
vary the order of inputs for expected cases: (4,5,4), (5,4,4)
vary the order of inputs for the boundary case: (1,3,2), (2,1,3), (2,3,1),

(3,2,1), (3,1,2)
vary the order of inputs for the off-nom

inal case: (100,4,5), (4,100,5)
choose two equal param

eters for the off-nom
inal case: (100,4,4)

N
ote: there is a bug in the specification!!
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W
hite box testing

Exam
ine the code and test all paths

…because black box testing can never guarantee we exercised all the code

Path com
pleteness:

A
 test set is path com

plete if each path through the code is exercised by at
least one case in the test set

(not the sam
e as saying each statem

ent in the code is reached!!)

Exam
ple

int midval (int 
x, y, z) {

/* effects: returns median
value of the three inputs

*/if (x > y) {
if (x > z) return x
else return z }

else {
if (y > z) return y
else return z } }

int midval (int 
x, y, z) {

/* effects: returns median
value of the three inputs

*/if (x > y) {
if (x > z) return x
else return z }

else {
if (y > z) return y
else return z } }

There are 4 paths through this code

…so we need at least 4 test cases
e.g.

x=3, y=2, z=1

x=3, y=2, z=4

x=2, y=3, z=2

x=2, y=3, z=4

Source: A
dapted from

 Liskov &
 G

uttag, 2000, pp227-229
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W
eaknesses

of path
com

pleteness
W

hite box testing is insufficient
e.g.

The single test case x=4, y=1, z=2 is path com
plete

the program
 perform

s correctly on this test case
but the program

 is still wrong!!

Path com
pleteness is usually infeasible

e.g.

there are 2
100 paths through this program

 segm
ent

loops are problem
atic. Try:

test 0, 1, 2, n-1, and n iterations, (n is the m
ax num

ber of iterations possible)
or try form

al analysis - find the “loop invariant”!!

int midval (int 
x, y, z) {

/* effects: returns median
value of the three inputs

*/return z; }

int midval (int 
x, y, z) {

/* effects: returns median
value of the three inputs

*/return z; }

for (j=0, i=0; i<100; i++)
if a[i]=true then j=j+1

for (j=0, i=0; i<100; i++)
if a[i]=true then j=j+1

Source: A
dapted from

 Liskov &
 G

uttag, 2000, pp227-229 and van V
liet 1999, section 13.5
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U
nit testing

each unit is tested separately to check it m
eets its specification

Integration testing
units are tested together to check they work together
two strategies:

Integration testing is hard:
m
uch harder to identify equivalence classes

problem
s of scale

tends to reveal specification errors rather than integration errors

Integration
T
esting

Bottom
 up

for this
dependency graph,
the test order is:

1) d
2) e and r
3) q
4) p

p

q
r

e
d

Top down
for this structure
chart the order is:
1) test a with stubs

for b, c, and d
2) test a+b+c+d with

stubs for e…k
3) test whole system

b

a

e
f

g

ch
i

dj
k

Source: A
dapted from

 van V
liet 1999, section 13.9
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System
 testing

O
ther types of test

facility testing - does the system
 provide all the functions required?

volum
e testing - can the system

 cope with large data volum
es?

stress testing - can the system
 cope with heavy loads?

endurance testing - will the system
 continue to work for long periods?

usability testing - can the users use the system
 easily?

security testing - can the system
 withstand attacks?

perform
ance testing - how good is the response tim

e?
storage testing - are there any unexpected data storage issues?
configuration testing - does the system

 work on all target hardware?
installability testing - can we install the system

 successfully?
reliability testing - how reliable is the system

 over tim
e?

recovery testing - how well does the system
 recover from

 failure?
serviceability testing - how m

aintainable is the system
?

docum
entation testing - is the docum

entation accurate, usable, etc.
operations testing - are the operators’ instructions right?
regression testing - repeat all testing every tim

e we m
odify the system

!

Source: A
dapted from

 B
lum

, 1992, pp415-416
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A
utom

ated Testing
Ideally, testing should be autom

ated
tests can be repeated whenever the code is m

odified (“regression testing”)

takes the tedium
 out of extensive testing

m
akes m

ore extensive testing possible

W
ill need:
test driver - autom

ates the process of running a test set
sets up the environm

ent
m
akes a series of calls to the unit-under-test

saves results and checks they were right
generates a sum

m
ary for the developers

test stub - sim
ulates part of the program

 called by the unit-under-test
checks whether the U

U
T
 set up the environm

ent correctly
checks whether the U

U
T
 passed sensible input param

eters to the stub
passes back som

e return values to the U
U
T
 (according to the test case)

(stubs could be interactive - ask the user to supply return values)

Source: A
dapted from

 Liskov &
 G

uttag, 2000, pp239-242
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