Synopses
E D I T E D BY M O N YA B A K E R

Each month brings new investigative tools, new ideas for revolutionary
technology, and revolutionary applications of existing technology.
No one can know today which will matter most tomorrow.
But these represent Technology Review’s best prediction.
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Photoshop
Sleuths
An algorithm sniffs out
digital alterations
context: Photographs used to be a reliable source of evidence, but the advent of
digital cameras and photo-editing software has made every picture a potential
scam. The skillful user of Adobe Photoshop and other tools can produce realistic
images of imaginary scenes. As Dartmouth University computer scientists Alin
Popescu and Hany Farid note, the Los Angeles Times unwittingly ran an altered
photograph from the war in Iraq on its
front page. To help defend against these
types of forgeries, Popescu and Farid have
published a new image-processing algorithm that detects photographic fakery.
methods and results: When forgers
modify an image, they often insert elements taken from other photographs or
from other sections of the same photograph; these insertions need to be distorted, resized, or rotated to fit in with the
rest of the image. Even when no new elements are added, digital manipulations
may leave telltale signs of “re-sampling.”
For example, to double an image’s size,
software inserts a new pixel between every pair of neighboring pixels in the original image. The new pixels are a combination of the pixels surrounding them in the
original image—the result of interpolation. Such regularity rarely occurs in natural images and often produces patterns
that Popescu and Farid’s software can de82
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tect, even when they’re unapparent to the
naked eye. In trials employing 50 images
selected at random from a database of
200, Popescu and Farid’s method found
nearly all cases of enlargement greater
than 1 percent and most cases of rotation
that required interpolation. Some cases of
shrinking could also be detected.
why it matters: Current forgery detection techniques, which are vital for screening news items and intelligence, leave
much to be desired. Digital watermarking
works only when someone has had the
foresight to insert hidden information
into an image file to prevent tampering. In
contrast, Popescu and Farid’s method can
be applied automatically to any image file.
However, the method is not foolproof: for
example, it cannot detect cases of shrinking without interpolation. Also, data compression, used in JPEG files, and noise interfere with the algorithm. Nonetheless,
the new software makes it harder for a
digital photograph to lie.
Source: Popescu, A. C. and H. Farid. 2005. Exposing
digital forgeries by detecting traces of re-sampling.
IEEE Transactions on Signal Processing (in press).

Once More,
With Volume
Hand gestures control
computer graphics
context: Video games, design software,
and scientific visualization technologies
routinely use 3-D graphics. Typically, users interact with 3-D graphics on flat com-

puter screens and cannot grab, move, or
rotate graphical representations as they
can real physical objects. Even the most
advanced stereoscopic displays, like those
used in virtual-reality systems, require
head-mounted displays, which restrict
viewers’ range of motion, obstruct peripheral vision, and cause discomfort.
Now, researchers at the University of Toronto have created a system that frees 3-D
graphics from such constraints.
methods and results: Key to the system
is a “volumetric” display, one that lets
multiple users view graphics from any
angle without wearing headgear. Tovi
Grossman and his colleagues used a
swept-volume display, which spins a series of 2-D images around an axis fast
enough that humans perceive them as a 3D image. The researchers created a way
for users to manually interact with their
display, which is housed in a clear plastic
dome. Cameras track special rings worn
by the users, who can select 3-D objects by
pointing at them and drag them by moving their fingers across the display sphere.
Using both hands, users can stretch or
shrink objects, or specify the axis about
which an object should rotate.
why it matters: While the new display
does not provide sensory feedback, it permits the control of 3-D graphics through
hand gestures similar to those whereby
people manipulate real objects. The technology eliminates the need for joysticks or
virtual representations of users and paves
the way for 3-D graphics applications that
anyone can use with minimal training.
Volumetric displays, once found only in
expensive research prototypes, have become commercially available. The ToT E CH N O L O G Y R E V I E W
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ronto researchers’ interface could hasten
the day that they are routinely used by scientists designing drug molecules, doctors
planning surgeries, architects, engineers,
and, of course, gamers.
Source: Grossman, T., D. Wigdor, and R. Balakrishnan. 2004. Multi-finger gestural interaction with 3D
volumetric displays. Proceedings of the ACM
Symposium on User Interface Software and
Technology, pp. 61-70.

Model Sensors
Statistics yields better data
with less battery power
context: Sensor networks are collections
of small devices that measure local conditions like temperature or light intensity.
The devices, sometimes called sensor
“motes,” transmit data wirelessly to monitoring stations. Sensor networks could let
soldiers track enemy tanks remotely, engineers gauge the structural integrity of
buildings, or scientists monitor animals in
their natural habitats. But one barrier to
their widespread use is the difficulty of
coaxing reliable information from motes
whose batteries are low or whose connectivity is intermittent. Motes tend to be
widely scattered and often malfunction;
but a sensor network that represents the
world inaccurately or incompletely is of
limited use. Now researchers at Intel Research Berkeley and their collaborators
have shown that new statistical techniques
can compensate for some of these flaws.
methods and results: A statistical
model based on previous data from a sensor network can correct for biases caused
by malfunctioning or poorly placed sensors. It can also tailor the network’s performance to specific tasks: someone querying the network can specify the accuracy
of the response, and the model will automatically determine which data are
needed. Pulling in just the required data
means that precious battery power is not
wasted on extra measurements and transmissions. Amol Deshpande and his colleagues developed a query system enhanced with statistical techniques and
tested it in sensor motes deployed over a
redwood tree in Berkeley, CA. The system answered queries—such as what the
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temperature at a certain spot was—highly
accurately (95 percent confidence), often
performing only one-fortieth the number
of observations previously required.
why it matters: Sensor networks promise to transform environmental monitoring, military surveillance, and inventory
management. Now, the data that a sensor
network gathers can be interpreted and
used with more confidence. When high
accuracy is necessary, a network using a
statistical model like Intel’s will collect
more data. When rougher estimates are
acceptable, using statistical models reduces the battery power consumed by
sensor motes. A longer battery life for
sensor motes is a great boon, especially
for motes distributed in hostile or inaccessible terrains. Although Intel’s models and methods can still be improved, its
technique greatly expands sensor networks’ utility in the real world.

healthy, oxygenated tissues. The researchers hoped that the bacteria would destroy
the tumors from the inside out, leaving an
outer rim of cancer cells that could be
more easily treated with standard therapies. The bacteria did just that. However,
the researchers also found that the infection frequently prompted the subject’s immune system to recognize the cancer and
attack it. In 23 of 70 test animals, this immune response destroyed the remains of
the tumor without additional therapy.
Even after the bacterial infections cleared,
the animals’ immune systems attacked
newly injected cancerous cells of the type
successfully treated. The treatment had
similar effects in both mice and rabbits,
making it plausible that it could also work
in other species, including humans.

Bacteria
Defeat Tumors

why it matters: The ideal cancer treatment, as currently imagined, would kill
cancer cells without damaging healthy
ones. The Hopkins researchers’ method
goes even further, preparing the immune
system to defeat cancer cells left behind
after a tumor is destroyed. So far, bacterial therapy does not appear to have the
side effects associated with current cancer treatments. Of course, many promising treatments in animals have disappointed in human tests. But if the therapy
does prove safe and effective for humans,
cancer patients could be looking at much
more successful and comfortable treatments in the future.

Infections train the
immune system to destroy
cancerous cells

Source: Agrawal, N. et al. 2004. Bacteriolytic therapy
can generate a potent immune response against
experimental tumors. Proceedings of the National
Academy of Sciences 101: 15172-15177.

Source: Deshpande, A. et al. 2004. Model-driven data
acquisition in sensor networks. Proceedings of the 30th
International Conference on Very Large Data Bases,
pp. 588-599.
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context: Many clinicians and researchers attempt to treat cancer without resorting to debilitating chemo- and radiotherapy. But even “magic bullet” drugs,
which hone in specifically on cancer cells,
have serious side effects. A better option
may be to train a patient’s own immune
system to attack tumors. Now researchers
at Johns Hopkins University, led by Bert
Vogelstein, have found that bacteria show
promise as a means of priming the immune system, and might be used to treat
cancer of the liver, lungs, and pancreas.
methods and results: Animals with
cancerous tumors were injected with bacteria that thrive in the oxygen-deprived
centers of solid tumors and die off in

Trouble in
the Cell’s
Power Plant
Aging diseases link to a
mitochondria gene
context: If you have high blood pressure, you’re more likely to be obese and
to have high cholesterol and a host of
other unhealthy conditions. Recent evidence suggests that obesity keeps the
body’s cells from responding properly to
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